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Abstract
Mining attacks remain a serious threat to Proof-of-Work (PoW)

blockchain systems, as malicious miners can deviate from standard

mining rules to gain extra rewards. While classic selfish mining

tactics conceal entire blocks or release them at once to cause forks,

we extend the strategy space by introducing partial block sharing
and leveraging zero-knowledge proofs. Specifically, we propose a
novel Mining Attack with Zero Knowledge, encompassing two

main strategies: Partial Selfish Mining (PSM) and its advanced

variant Advanced PSM (A-PSM).
By selectively releasing only partial block data, an attacker can

attract rational miners to join its private branch without fully reveal-
ing the mined block. A zero-knowledge-proof-based mechanism

ensures that these rational miners can be convinced of the block’s

validity without learning its complete content, thereby incentiviz-

ing them to collude for higher individual gains. Our theoretical

and experimental results show that, under certain conditions on

mining power distribution and network latency, PSM can yield

higher rewards than both honest and selfish mining, and A-PSM at-

tackers can achieve profits that match or exceed selfish mining and

even honest mining. This work highlights a novel zero-knowledge-
enabled collusion threat in blockchain mining and calls for broader

security measures to protect against such sophisticated strategies.
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1 Introduction
Decentralized digital currencies like Bitcoin have captured public

interest for years [11, 36]. By the end of 2024, Bitcoin has a market

value of more than 1,840 billion USD. In Bitcoin, the first miner

who solves the puzzle and broadcasts the result will be rewarded

with 6.25 bitcoins (BTC), which are worth 591,038 USD by January

2025 [7]. The more computing resources a miner applies, the more

likely it can solve the puzzle and claim the reward first [21, 34]. The

result of this puzzle is known as “Proof-of-Work” (PoW) in Bitcoin.

Such openness and decentralization promote wide adoption but

also make Bitcoin a target of malicious behavior [1, 13, 14, 16, 38].

Recent studies show that mining attacks can undermine PoW-

based systems by deviating from standard mining protocols. At-

tackers can hide or discard mined blocks, or strategically release

them to cause forks [31–33, 35]. As one of the most fundamental

and well-known mining attacks, selfish mining [8] withholds newly
discovered blocks in a private branch. When honest miners publish

their blocks, the attacker releases its hidden blocks to cause a fork.

If the attacker’s branch is selected as the main chain, honest miners

effectively waste their computational power.

Although selfish mining can yield higher profits for the attacker

if its computational power is sufficiently large (e.g., exceeding 33%),

such conditions are hard to meet in large-scale public blockchains

[5, 30]. Extensive work [14, 15] has thus explored alternative tactics

(like block withholding, forking, or combined strategies) to gain
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(a) Selfish Mining (b) Partial Selfish Mining

Figure 1: (a) Selfish mining withholds discovered blocks in
its private chain; (b) Partial selfish mining can first withhold
a discovered block, then share partial block data, and finally
broadcast the whole block.

an edge even with less mining power. Meanwhile, other incentive-

based attacks (e.g., DoS attacks [20]) leverage the notion that most

miners are rational, seeking to maximize their rewards by choosing

the most profitable chain or strategy to mine on.

Selfish mining is not frequently observed in major cryptocur-

rencies, partly because it is difficult to detect and partly because

attackers cannot easily surpass the power threshold on their own.

Colluding with other rational miners is a potential approach: if

enough miners join the attacker’s private chain, they can collec-

tively tilt the odds in favor of the attack. However, rational miners

require assurances of profitability and verifiability—particularly the

guarantee that the attacker truly holds valid blocks.

To address these challenges, we propose a partial block sharing
strategy, whereby an attacker reveals only part of its newly found

block (e.g., transaction headers) while withholding critical pieces

(e.g., the nonce). This approach can attract profit-driven miners to

join the attacker’s private chain without fully disclosing the block.

Based on partial block sharing, we develop a new Partial Selfish
Mining (PSM) attack: an attacker withholds a discovered block,

selectively shares partial data, and only reveals the “secret” part

(such as the correct nonce) before or right after another miner finds

a new block on the public chain. Figure 1(b) illustrates how this

partial release can entice “attracted” miners to abandon the public

branch, boosting the attacker’s chance of winning the block race.

While partial block sharing broadens the attacker’s strategy

space, it raises a critical question: how can rational miners be certain

the attacker actually possesses a valid block without revealing its

entire content? To solve this, we incorporate zero-knowledge proofs
that allow the attacker to prove the validity of the withheld block

data without fully exposing it. This mechanism fosters trust among

rational miners that the shared partial block is genuine, thereby

ensuring that working on the attacker’s private chain is indeed

worthwhile. Additionally, we design an economic-based protection

scheme—e.g., requiring the attacker to place deposits in a trusted

third party or smart contract—to deter the attacker from performing

a denial-of-service (DoS) by never revealing the full block.

Moreover, we propose an Advanced PSM (A-PSM) that can

further increase the attacker’s profit by actively monitoring the

public chain’s height (e.g., via an oracle [37]) and releasing hidden

blocks at more opportune moments. Under A-PSM, even if the at-

tacker’s self-owned mining power is limited, the additional fraction

of rational miners attracted by partial block sharing and verifiable

zero-knowledge proofs can still make the attack profitable or at

least no worse than classic selfish mining. We also analyze multi-

attacker scenarios in which more than one malicious party adopts

either PSM or A-PSM. Under such conditions, rational miners must

decide which branch to join based on the timing of partial-block

releases and the overall power behind each attacker’s private chain.

Our theoretical and simulation results confirm that PSM

can outperform selfish mining in certain ranges of network and

hashing parameters, and A-PSM can achieve even higher revenues.

For instance, when 50% of miners are rational, an attacker holding

only 20% of total mining power can still earn approximately 1.25%

more than honest mining and 9.79%more than classic selfishmining.

In a similar vein, when 30% of miners are rational, an attacker with

merely 10% mining power can gain up to 23.6% and 13.1% more

profit than honest and selfish mining, respectively. These results

highlight how partial block sharing and zero-knowledge proofs

jointly reshape the power dynamics in PoW systems.

Paper Organization. In Section 2, we present an overview of

the blockchain background and related work. Section 3 describes

our system model and assumptions regarding rational and honest

miners. In Section 4, we detail the PSM attack and show why par-

tial block sharing can attract enough miners to the private branch.

Next, Section 5 addresses how zero-knowledge proofs and a deposit

scheme ensure trust and feasibility. Section 6 provides numerical

analysis comparing PSM with honest and selfish mining. In Sec-

tion 7, we propose the A-PSM strategy and investigate its profitabil-

ity. Section 8 further explores optimal strategies for attackers and

rational miners under different network scenarios, and Section 9

discusses multi-attacker situations and potential countermeasures.

Finally, Section 10 concludes the paper.

2 Related Work
Selfish Mining: Selfish mining was first proposed by Eyal et al. [8].

A selfish mining attacker can earn extra rewards by intentionally

generating a fork. When an attacker discovers a new block in self-

ish mining, it will keep the block as its private branch and keeps

mining after it. When other miners find a block, the attacker will

release the withheld blocks to cause a fork. The attacker can earn

extra rewards once its private branch is selected as the main chain.

According to [8], miners with more than 33% computational power

can surely get an extra reward compared with honest mining. In

[22], researchers find that for a larger parameter space, by follow-

ing a more ‘stubborn’ strategy, miners can gain more rewards than

selfish mining when their mining power is large enough. Liao et al.

[18] present the whale transactions. By deploying large fees, attack-

ers can incentivize miners to fork the blockchain. In recent years,

Negy et al. [23] further analyzed the profits of selfish mining and

proposed intermittent selfish mining. It assures the attacker can get

more profits than honest mining even after the difficult adjustment.

Li et al. [17] analyze the mining attack strategy from the honest

miner’s perspective and optimize the selfish mining with a hidden

Markov decision process. Sapirshtein et al.[28] propose an exten-

sion to the model of selfish mining attacks in the Bitcoin protocol,

providing an algorithm to find optimal policies for attackers and

tight upper bounds on revenue. Our methods can further improve

the attacker’s rewards by attracting other miners to work in the

attacker’s branch. For instance, consider a scenario where half of
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the miners are rational with parameters 𝛼𝐴 = 1/3 and 𝛾 = 0. In this

case, the revenue of the original selfish mining strategy is 1/3. The

strategy proposed in [28] achieves a revenue of 0.33707, which is

1.12% higher than the original selfish mining strategy. However,

with Partially Selfish Mining (PSM), the revenue attained is 0.3403,

which is 0.96% higher than the revenue achieved by the strategy in

[28] and 2.1% higher than the revenue of the original selfish mining

strategy.

Other Cryptocurrency-Related Attacks: After the proposal
of selfish mining, researchers have proposed various mining at-

tack tactics against the PoW Blockchain. For those who do not

have enough mining power, Loi et al. [19] proposed the block with-

holding (BWH) attack. By strategically splitting the mining power,

attackers can get more rewards than honest mining in the long

run. Kwon et al. [15] combine the BWH with selfish mining and

propose the Fork After Withholding (FAW) attack. Instead of sim-

ply discarding the full block finding in the victim pools, in FAW,

attackers mine on the newly mined block to generate a private

branch. In recent years, Gao et al. [9] proposed a Power Adjusting

Withholding (PAW) attack. PAW attackers adjust the mining power

between the victim pools and solo mining, unlike FAW attackers.

By doing so, PAW attackers can gain twice as much revenue as FAW

attacks.

Besidesmining attacks, researchers also proposed other incentive-

based attacks. For example, based on the assumption that miners

are inclined to choose the most profitable mining strategy to work,

Michael et al. [20] propose the Blockchain Denial of Service (BDoS)

attack. Instead of getting a higher reward, BDoS attacker invests

resources to reduce other miners’ profits and lure them away from

mining. By publishing the block header of the newly mined block,

the attacker signal to the miners that the system is in a state that

reduces its profits. In our study, PSM attackers share the full block

except for the secret data instead of sharing the block with the

rational miner. Miners receiving partial block data are not likely to

suffer a loss. Instead, they can reevaluate their profits and choose

the most profitable way to work.

When there is a fork and a race occurs, miners follow the block

they received first as the legal block. In previous work [24], re-

searchers tend to believe that each branch has about 50% of miners

to work on. However, Saad et al. investigated the Bitcoin safety

properties and concluded from different angles. In [26], they pointed

out that the assumption about the strong network synchrony may

not hold in real-world deployment. They also implemented a Hash-

Split attack that allowed the attacker to orchestrate the mining

power distribution when a race occurred. Their work [27] further

shows that the unstable hash rate distribution can make it possible

for attackers to launch a double-spending attack without mining

power.

3 Model and Assumptions
3.1 Mining Model
We consider a blockchain system with 𝑛 miners whose normalized

mining powers are denoted by 𝛼1, 𝛼2 ...𝛼𝑛 , and an attacker with

mining power 𝛼𝐴 , such that 𝛼𝐴 +
∑𝑛
𝑖=1 𝛼𝑖 = 1.

As shown in Figure 2, in PSM attacks, without loss of generality,

we assume that miners are divided into the following groups:

Figure 2: Miners’ roles in PSM scenario.

• Attacker: A miner or a colluding minority pool that has a

newly mined block(s) and follows the PSM strategy. It can

preserve a mined block(s), form a private branch, and share

partial block data with rational miners like [20]. Besides, it

also has access to the smart contract to share the proof of

block possession and other needed data with rational miners.

• Rational miners: A group of miners that are profit-driven

but still follow PoW to mine. In most cases, this group is the

minority. Receiving a partial block released by an attacker

as in PSM, rational miners can choose their optimal strategy

(i.e., mining on which branch) to get a higher reward.

• Attracted miners: Part of rational miners that choose to

work on the attacker’s private branch, mining after the par-

tial block. We name the strategy taken by attracted miners

as the greedy mining strategy.
• Public miners:Miners that take honest mining to truthfully

generate and release new blocks in the longest chain. We

name the strategy taken by public miners as the public min-
ing strategy. Non-attracted rational miners are considered

public miners and follow the public mining strategy.

Note that all attracted miners are rational miners. The reverse

does not always hold since some rational miners may choose to

mine on the original public branch according to their optimal strat-

egy even under PSM attacks. A miner, rather than the attacker, is

either an attracted miner or a public miner under attacks. If another

miner (e.g., a non-public miner) finds a new block and launches the

PSM attack simultaneously, we have multiple attackers and such

cases are discussed in Section 9.

We denote the rushing ability of the attacker by 𝛾 . If the attacker

publishes a new whole block from its private branch to race with

other miners (e.g., a new block broadcast in the public branch), 𝛾

is the expected ratio of public miners that receive the attacker’s

block first. 𝛾 mainly depends on the miner’s network condition. In

previous work, 𝛾 is commonly considered as
1

2
[8, 28]. However,

some researchers also propose methods that allow the attacker to

get a larger 𝛾 [26]. In this paper, we consider 0 < 𝛾 < 1.

3.2 Assumptions
We have the following assumptions that are consistent with other

PoW-based mining attacks, such as [8], [22], [10], [9].

(1) Instead of 6.25 BTC, the reward of a new block is normal-

ized to 1. Our analysis gives the expected reward for every

participant [2].

(2) Eachminer/pool’s computational power should not be greater

than 0.5 to avoid “51% attacks" [3].

(3) A miner’s expected normalized reward equals the probabil-

ity of finding a valid block in each round. This assumption
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is reasonable because according to [10], the probability of

unintentional forks is around 0.41%, which is negligible.

(4) Rational miners do not trust the attacker and join its private

branch unless the attacker can provide an extra method to

guarantee the profits of rational miners. Consequently, the

traditional selfish miner cannot attract rational miners.

(5) Not all the miners in the blockchain system are rational.

Though we proposed some measures to address the con-

cern of miners working on the attacker’s private branch, we

take the possibility into consideration that they cannot allay

the concerns of all miners. Thus, we discuss the fraction of

rational miners to be no more than 50% in this paper.

(6) Rational miners tend to pull external information and ad-

just their mining strategy accordingly. This assumption is

commonly made in previous work [6, 20].

4 Partial Selfish Mining Attack
In PSM, an attacker follows the partial block sharing strategy and

shares the partial block information with rational miners. The par-

tial block has some data covered, e.g., nonce and part of arbitrary

bytes in the coinbase transaction. Miners can mine after it to get a

new block. The hidden data can be recovered by others, spending

considerable mining power. We denote the hidden data as secret.
The generic PSM can first withhold the new block, then release

the partial block, and finally broadcast the complete block. If an

attacker does not release the partial block or complete block in

PSM, it becomes selfish mining. The attacker can also bypass the

first two steps and directly publish the complete block, and it is

honest mining. Or the attacker can bypass the first step (when

selfish mining is not the dominant strategy as discussed in Section

8) but continue the second and third steps, which has not been

discussed previously and is the focus of this section.

4.1 Attack Overview

Figure 3: Workflow of PSM strategy. Instead of publishing a
new block, the attacker shares partial block data with other
miners to attract them to join its private branch.Three possi-
ble cases of finding another new block after the announce-
ment of the partial block. Case 1: By public miners; Case 2:
By the attacker; Case 3: By attracted miners.

The workflow of PSM is shown in Figure 3. In PSM, when the

attacker finds a block, it keeps the block private instead of im-

mediately releasing it. In the meantime, the attacker releases the

partial block with proof of block possession. With these released

data, rational miners could mine on the private branch. To assure

the profits of attracted miners, the attacker will also announce a

smart contract that allows the rational miner to get the attacker’s

collateral if it does not release the secret promised. For simplicity

and fairness, we assume that all honest and rational miners will

work on the branch first received if a race happens. An attacker

can even lure miners to work on his branch in the race case by

adding transactions with lower fees to its block and leaving high-fee

transactions to be collected by others.

After the release of the partial block, three possible cases may

happen: the attacker finds the new block on its private branch,

public miners find a new block on the public branch or attracted

miners find a new block on the private branch.

In the first case, when miners find a new block on the public

branch, the attacker releases its private branch and starts a 0-lead

racing. In this scenario, the attacker and the attracted miners will

mine on the previously private branch, and public miners will

choose to mine on either branch. As defined earlier, 𝛾 public miners

will work on the private branch, and 1 − 𝛾 public miners will mine

on the public branch.

In the second case, when the attacker finds a new block on the

private branch, the attacker will release the whole private branch

and get the two blocks’ revenue. Then the system goes back to the

single-branch state.

In the third case, when the attracted miners find a new block

in the private branch, the attacker will immediately release the

whole private branch to get the revenue of all the blocks on the

private branch. Similar to the first case, the blockchain returns to

the single-branch state.

Attackers can decide among PSM, honest or selfish mining based

on profitability. In the following, we illustrate the reward of PSM.

The reward of honest and selfish mining is given in Section 6 for

comparisons. We show the optimal mining strategy for the attacker

in Section 8.

4.2 PSM Reward
We use the following parameters in our analysis.

• 𝛾 : Ratio of public miners choosing attacker’s branch when a

race occurs.

• 𝛼𝑖 : Mining power of attracted miners.

• 𝛼𝑘 : Mining power of one rational miner 𝑘 .

• 𝛼𝐴: Mining power of the attacker.

• 𝛼ℎ : Mining power of public miners.

• 𝑅𝑛𝑚 : Revenue of miner 𝑛 in case𝑚.

• 𝐻 : Public mining strategy.

• 𝑆 : Selfish mining strategy.

• 𝑃 : Partial selfish mining strategy.

Figure 4 shows the progress of the PSM attack as a state machine.

The state of the system shows the lead status of the attacker’s

private branch. Zero lead is separated into states 0 and 0’. State 0

means there is no branch in the blockchain, and the public chain is

the longest chain. State 0’ is the state where there are two branches
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Figure 4: State machine of PSM when miners with overall 𝛼𝑖
mining power working greedy.

on the blockchain, one is the original public chain, and the other

is the attacker’s previous private chain. The value on each arrow

indicates the possibility of state transition.

Based on the above state machine, we can derive the PSM at-

tacker’s profit as follows:

Theorem 4.1. The profit of a PSM attacker is

𝑅𝐴
𝑃 =

𝛼𝐴𝛼
2

ℎ
𝛾 + (𝛼𝐴𝛼ℎ + 𝛼𝐴 )𝛼𝑖 + 2𝛼2

𝐴
𝛼ℎ + 2𝛼2

𝐴

(2𝛼𝐴𝛼ℎ + 2𝛼𝐴 + 1)𝛼𝑖 + 2𝛼𝐴𝛼2

ℎ
+ (2𝛼2

𝐴
+ 1)𝛼ℎ + 2𝛼2

𝐴

(1)

The proof of Theorem 4.1 is given in Appendix A.

For simplicity, we exclude the block reward variable and network-

related factors other than rushing ability in our analysis. This is

due to the relatively minor impact of these factors when compared

with the mining power and rushing ability.

4.3 Rational Miners’ Profits in PSM
To attract rational miners to work on its private branch, the attacker

needs to assure that the rational miners can get more rewards than

public mining, and make a solid promise to guarantee that the

attacker’s cost of breaking the promise is unbearably high. In this

section, based on our assumption in Section 3, we analyze the

rational miner’s strategy space and its profits.

Figure 5: Four reward cases exist when a rational miner k
follows the public mining strategy.

Assuming in a bitcoin-like blockchain network, rational miner 𝑘

will choose the most profitable branch to work based on the infor-

mation it received. Miner 𝑘 can know the 𝛼𝐴 from the attacker’s

message. In a balanced blockchain network with low congestion, 𝛾

is usually
1

2
[8, 28]. In practice, the network status changes dynam-

ically, and miners can hardly get the exact 𝛾 value. Rational miners

could estimate the 𝛾 value based on the current network status or

simply consider the worst case (𝛾 = 0). We are interested in which

strategies can maximize the miner’s profit with different mining

power, 𝛾 , and 𝛼𝐴 .

From the state machine in Figure 4, The miner 𝑘’s revenue 𝑅𝑘
𝐺

can be expressed as follows:

Theorem 4.2. When miner 𝑘 follows the greedy mining strategy,
miner 𝑘’s revenue is

𝑅𝑘
𝐺 =

(𝛼𝐴𝛼ℎ + 𝛼𝐴 + 1)𝛼𝑘
(2𝛼𝐴𝛼ℎ + 2𝛼𝐴 + 1)𝛼𝑘 + 2𝛼𝐴𝛼2

ℎ
+ (2𝛼2

𝐴
+ 1)𝛼ℎ + 2𝛼2

𝐴

. (2)

Proof. According to Appendix A, the overall revenue of all

attracted miners can be expressed as:

𝑅𝐺𝑃 =
(𝛼𝐴𝛼ℎ + 𝛼𝐴 + 1)𝛼𝑖

(2𝛼𝐴𝛼ℎ + 2𝛼𝐴 + 1)𝛼𝑖 + 2𝛼𝐴𝛼2

ℎ
+ (2𝛼2

𝐴
+ 1)𝛼ℎ + 2𝛼2

𝐴

(3)

Rational miners make their decisions independently. Therefore,

miner 𝑘 faces difficulty in accurately determining the number of

rational miners in the network. As a cautious rational miner, miner

𝑘 should consider the worst-case scenario when the attacker has

small mining power, assuming it is the only attracted miner in the

network, which means 𝛼𝑖 = 𝛼𝑘 . Then, we have Equation (2). □

When miner k follows the public mining strategy, there are four

possible reward cases, as shown in Figure 5. Its revenue can be

derived as follows:

Theorem 4.3. When miner 𝑘 follows the public mining strategy,
its revenue is:

𝑅𝑘
𝑃 =
(𝛼𝐴𝛼2

𝑘
+ (𝛼2

𝐴
− 𝛼𝐴 )𝛼𝑘 )𝛾 + ( (−2𝛼2

𝐴
) + 2𝛼𝐴 + 1)𝛼𝑘

𝛼𝐴 + 1
. (4)

The proof of Theorem 4.3 is in Appendix B.

Here, we first consider a specific case: an attacker with the

computational power of 0.1 who executes the PSM attack against

the blockchain. For different 𝛼𝑘 , the expected profits of following

greedy and public mining strategies are shown in Figure 6.

Figure 6: Revenue comparisons for a miner to choose greedy
or public mining strategies when attacker’s mining power
𝛼𝐴 = 0.1. Note that the rushing ability 𝛾 has no impact on the
revenue of the greedy strategy.

To evaluate the profit of the greedy strategy over the public

mining strategy, we calculate the relative extra rewards (RER). The

expected RER of miner 𝑘 when adopting strategy 𝑠1 rather than 𝑠2
can be expressed as:

𝑅𝐸𝑅
𝑠1,𝑠2
𝑘

=
𝑅𝑘
𝑠1
− 𝑅𝑘

𝑠2

𝑅𝑘
𝑠2

, (5)
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where 𝑅𝑘𝑠1 and 𝑅
𝑘
𝑠2

represent the reward of 𝑘 when adopting 𝑠1 and

𝑠2 strategies respectively.

Theorem 4.4. For rational miner 𝑘 , working on the attacker’s
private branch is always more profitable when 𝛼𝑘 < 𝛼𝐴 .

Proof. Rational miners, including mining pools, have indepen-

dent mining decisions and processes. It is hard to predict the ratio

of attracted miners in the network. When judging his profit, miner

k should consider the worst case that there are no other attracted

miners in the whole network, i.e., 𝛼𝑖 = 0.

The RER of miner 𝑘 when following greedy mining instead of

public mining strategy is:

𝑅𝐸𝑅
𝐺,𝐻

𝑘
=
𝑅𝐺
𝑘
− 𝑅𝐻

𝑘

𝑅𝐻
𝑘

=
( (−𝛼𝐴𝛼𝑖 ) − 𝛼2

𝐴
+ 𝛼𝐴 )𝛾 − 𝛼𝐴𝛼𝑖 + 𝛼2

𝐴

(𝛼𝐴𝛼𝑖 + 𝛼2

𝐴
− 𝛼𝐴 )𝛾 − 2𝛼2

𝐴
+ 2𝛼𝐴 + 1

. (6)

𝑅𝐸𝑅
𝐺,𝐻

𝑘
> 0 means that being greedy is more profitable for the

miners. A negative value means that the miner suffers from a loss

when choosing the greedy strategy.

With 𝛼ℎ = 1 − 𝛼𝐴 − 𝛼𝑘 (𝛼𝑖 = 0), when 𝑅𝐸𝑅
𝐺,𝐻

𝑘
> 0, we have:

( (−𝛼𝐴𝛼𝑘 ) − 𝛼2

𝐴 + 𝛼𝐴 )𝛾 − 𝛼𝐴𝛼𝑘 + 𝛼
2

𝐴 > 0

𝛼𝑘 <
𝛼𝐴 − (𝛼𝐴 − 1)𝛾

1 + 𝛾
(7)

From Equation (7), we can see that the miner’s RER mainly

depends on 𝛾 and 𝛼𝐴 . In the worst case when 𝛾 = 0, miner 𝑘 will

get more rewards on the attacker’s private branch if 𝛼𝑘 < 𝛼𝐴 .

Figure 7 shows the quantitative simulation results. □

(a) Rushing ability 𝛾=0 (b) Rushing ability 𝛾=1

Figure 7: With a PSM attacker, the rational miner’s relative
extra reward when choosing greedy mining strategy instead
of public mining strategy (𝑅𝐸𝑅𝐺,𝐻

𝑘
). The solid line represents

no extra reward. For miner 𝑘 , when 𝛾 = 0, working on the
private branch is more profitable only when 𝛼𝑘 < 𝛼𝐴.

To verify the theoretical results, we simulate the RER of an

attracted miner with a mining power of 0.2, using a Monte Carlo

method over 10
9
rounds, with an upper bound of 10

−4
error. Table 1

shows theMonte Carlo simulation results. The results are consistent

with our expectation from Equation (7).

Section 5 provides a detailed mechanism design to convince

rational miners that working on the attacker’s private branch is a

profitable endeavor. It includes a thorough examination of various

aspects, such as the proof of block possession and a profit protection

Table 1: Monte Carlo simulation result of rational miner 𝑘’s
relative extra reward (𝑅𝐸𝑅𝐺,𝐻

𝑘
).

𝛾
𝛼𝐴

0.1 0.2 0.3 0.4

0 −5.00 (−5.00) 0.02 (0) 6.25 (6.25) 14.30 (14.29)
0.5 22.56 (22.56) 28.47 (28.47) 35.96 (36.00) 45.34 (45.45)
1 72.80 (72.73) 79.98 (80) 88.79 (88.89) 100.02 (100.0)

mechanism that ensures that rational miners receive the revenue

promised.

5 Feasibility of PSM
In this section, we describe the mechanism to prove that rational

miners working on the attacker’s private branch are profitable in

detail. To assure that the attacker will follow the rules announced,

the attacker needs to provide proof of block possession and a profit

protection mechanism that assures the rational miners can get the

promised revenue.

5.1 Proof of Block Possession
Specifically, to provide proof of block possession, the attacker writes

some random information 𝑟 to the coinbase transaction of the new

block to provide sufficient randomness and uses 𝑟 and the 𝑛𝑜𝑛𝑐𝑒 of

the block as the witness. Other parts of the block header besides

𝑛𝑜𝑛𝑐𝑒 and 𝑟 , denoted as 𝑏, can be used as the public statement,

including information such as the Merkle root of transactions in

the block, and the hash ℎ of the block which satisfies the difficulty

requirement. After this, the attacker needs to prove that:

(1) It knows 𝑛𝑜𝑛𝑐𝑒 and 𝑟 such that 𝐻 (𝑏, 𝑛𝑜𝑛𝑐𝑒, 𝑟 ) = ℎ; and

(2) The 𝑛𝑜𝑛𝑐𝑒 and 𝑏 are well-formed, i.e., 𝑛𝑜𝑛𝑐𝑒 is a 32-bit inte-

ger.

To this end, the attacker needs to generate a proof of block posses-

sion 𝜋𝑏
R← Prove((𝑏, ℎ), (𝑛𝑜𝑛𝑐𝑒, 𝑟 )) to prove the following relation

𝐻 (𝑏,𝑛𝑜𝑛𝑐𝑒, 𝑟 ) = ℎ ∧ 0 ≤ 𝑛𝑜𝑛𝑐𝑒 ≤ 2
32 − 1 (8)

is satisfied. The attacker then makes the tuple (𝜋𝑏 , 𝑏, ℎ) publicly
available on a dedicated website. In this way, other miners can

calculate

Verify( (𝑏,ℎ), 𝜋𝑏 )
?

= 1 (9)

to verifywhether the proof 𝜋𝑏 holds. If the above verification passes,

the other miners can be sure that the attacker holds a specific 𝑛𝑜𝑛𝑐𝑒

and 𝑟 , which enables the hash ℎ of the new block to satisfy the

difficulty requirement.

If the attacker does not want to share the block information

with every miner, it can also share the partial block data 𝑏 with a

specific miner. For this purpose, it can take advantage of the zero-

knowledge contingent payment (ZKCP) protocol [4]. We propose

an example block-sharing strategy as follows:

Before the exchange starts, the attacker can deploy a smart con-

tract as an arbiter. Then, the attacker and the miner achieve a fair

exchange of the partial block data through a simple interaction:

(1) The attacker generates a random key 𝑘 and encrypts the 𝑏

value with 𝑘 , i.e., ˆ𝑏 = Enc(𝑏, 𝑘). Next, it computes the hash
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of 𝑘 ℎ𝑘 ← 𝐻 (𝑘) and generates a proof:

𝜋𝑒
R← Prove( ( ˆ𝑏,ℎ,ℎ𝑘 ), (𝑏, 𝑘,𝑛𝑜𝑛𝑐𝑒, 𝑟 ) ) (10)

to prove the following relation:

𝐻 (𝑏,𝑛𝑜𝑛𝑐𝑒, 𝑟 ) = ℎ ∧ 0 ≤ nonce ≤ 2
32 − 1

∧ ˆ𝑏 = Enc(𝑏, 𝑘 ) ∧ ℎ𝑘 = 𝐻 (𝑘 )
(11)

is satisfied. Finally, it sends the tuple (𝜋𝑒 , ˆ𝑏, ℎ, ℎ𝑘 ) to the

miner.

(2) After receiving the tuple (𝜋𝑒 , ˆ𝑏, ℎ, ℎ𝑘 ) from the attacker, the

miner can verify whether 𝜋𝑒 is valid by computing 𝑏 ←
Verify(( ˆ𝑏, ℎ, ℎ𝑘 ), 𝜋𝑒 ). If 𝑏 = 1, the miner deposits to the ar-

biter contract the payment agreed upon by both parties be-

forehand, as well as the hash ℎ𝑘 .

(3) The attacker checks whether the ℎ𝑘 provided by the miner

is valid and whether the payment deposited is as previously

agreed. If so, the attacker sends the key 𝑘 to the arbiter

contract.

(4) The arbiter contract verifies that ℎ𝑘 = 𝐻 (𝑘) holds. If it is
the case, the contract transfers the payment to the attacker,

otherwise, it returns the payment to the miner. Since the 𝑘

disclosed to the contract will also be available to the miner

at the same time, the miner can decrypt
ˆ𝑏 by 𝑏 ← Dec( ˆ𝑏, 𝑘).

Any miner as a buyer cannot obtain any information about 𝑏

without completing the payment. Meanwhile, any attacker acting

as a seller cannot cheat the payment by submitting the wrong 𝑏.

In this way, the attacker is able to sell the partial block data 𝑏 to a

specific miner and gain revenue.

To evaluate the performance of proof generation and verification,

a computer running Ubuntu 22.04 with a 3.50 GHz Intel i9-11900k

CPU and 32 GB of RAM was used. We constructed the above zero-

knowledge proofs based on libsnark and implemented the proof

of block possession and ZKCP-based block information exchange

using about 3100 lines of C++ code.

For the performance of Block System Possession, the proving

time is 2.77 s, the verification time is 19 ms, and the proof size is

517 Byte. As can be seen from the results, it takes only 2-3 seconds

to generate proof of block possession. The process of generating

such proofs is all at once. Once generated, these proofs can be

made public along with the statement, and anyone can verify the

correctness of the declared relations by evaluating the proofs. The

time required to verify such succinct proofs is in the millisecond

range and is, therefore, very efficient.

For the performance of Block System Possession, the proving

time is 2.77 s, the verification time is 19 ms, and the proof size is

517 Byte. As can be seen from the results, it takes only 2-3 seconds

to generate a proof of block possession. and about 10 seconds to

generate a proof for block information exchange.

5.2 PSM-DoS Attack and The Promise of Secret
Publication

It should be noted that the abovemechanism can only prove to other

miners that the attacker has indeed mined a block that satisfies the

requirement. But there is no guarantee that the attacker will share

the secret in the future. By potentially withholding the reserved

block, the attacker could waste the attracted miner’s mining power

and may cause a DoS attack on the public branch. Since this new

attack has to launch with PSM, we call it PSM-DoS attack.

The workflow of the PSM-DoS attack is shown in Figure 8. First,

the attacker distributes the partial block data to all the miners and

attracts attracted miners to join the attacker’s private branch. In

the meantime, the attacker leaves the private branch and puts all

the mining power back into the public branch. Then, once attracted

miners on the private branch find the new block, the attacker refuses

to release the first block. In this case, the public chain will not accept

the new block because its previous block is not published. Thus,

miners who try to follow the attackerwill suffer losses if the attacker

consistently fails to disclose the full block to other miners.

Figure 8: Workflow of PSM-DoS Attack. After attracting the
attracted miners to work on its private branch, the attacker
discards the secret and goes back to work on the public
branch.

The PSM attacker must implement countermeasures to miti-

gate the potential concerns of attracted miners regarding PSM-DoS

attacks. Here, we present two examples:

First, the attacker can address the concerns of attracted miners

who discover the new block by carefully selecting the number of

hidden bytes, ensuring that the calculation of these hidden bytes

can be performed within an acceptable timeframe. As we have

demonstrated in Section 5.1, when the attacker shares the partial

block, miners receive the full block without the nonce and several

bytes of coinbase transaction information. Assuming that the at-

tacker hides 𝑛 bytes of data, attracted miners need to calculate 2
4𝑛

times of hash to get the hidden data.

Take Bitcoin as an example. According to [21], with difficulty

𝐷 , we can approximate the hash power of all the miners in the

network as 𝐷 × 2
32

600
H/s. Assuming that attacker hides 𝑏 bytes of

data so that 𝑓 𝑟 percent of miners need to calculate for a duration

of 𝑇𝑐 , then we have

𝑇𝑐 =
2
8𝑏

𝑓 𝑟 × 𝐷 × 2
32

600

, 𝑏 = log
2
8 (𝑇𝑐 × 𝑓 𝑟 × 𝐷 × 2

32

600

) . (12)

According to [5], the Hashrate of the Bitcoin network is 1.55371 ×
10

16𝐻/𝑠 . The difficulty of bitcoin𝐷𝑏𝑡𝑐 ≈ 31.25×1012. By employing

Equation (12), hiding 7 bytes of data enables a 1% mining power

miner to compute the hidden bytes in about 1 second. Similarly,

hiding 8 bytes of data allows a 1% mining power miner to determine

the hidden bytes in about 1 minute. Though we take Bitcoin as the

example, the proposed method works not only in Bitcoin but also

in other PoW-based public blockchains (or Bitcoin-like) systems.

Another method to incentivize miners and address concerns is to

create a smart contract with collateral to cover rewards and costs in-

curred within smart contracts. The contract includes cryptographic

commitment of block data. By doing so, the attacker effectively

guarantees that it will redeem the collateral at some agreed point
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in the future by submitting a secret to the contract that satisfies the

requirement and opens the commitment. Otherwise, this collateral

will be transferred to the attracted miner who finds the new block.

On the other hand, when the collateral value is less than the at-

tacker’s cost to mislead other miners, the miner has every incentive

to provide an invalid block to deceive other miners. To solve the

problem, the collateral value is required to be much larger than the

cost of mining for the specified period. Specifically, the flow of this

smart contract is as follows.

(1) The attacker pre-collateralizes the contract with some coins

in the contract with a value equivalent to the proceeds of

mining 𝑛 blocks.

(2) An attracted miner discovers a subsequent new block of the

attacker’s partial block and submits the information about

the new block to the smart contract.

(3) The smart contract verifies the new block. If the verification

passes, the contract opens a challenge period within which

the attacker should disclose the partial block. If the attacker

discloses the full information of the partial block within the

challenge period, it can redeem all the collateral it has pre-

viously deposited. Suppose the attacker fails to disclose the

block information within the challenge period or discloses

an incorrect block. In that case, the contract transfers the

attacker’s collateral to the attracted miner who finds the new

block.

Assuming the challenge period lasts for a duration𝑇𝐶 , the miner

will get the revenue, and the system will surely go back to a single

branch state after 𝑇𝐶 . If the attacker refuses to publish the full

block, the attacker will lose both the partial block revenue and the

collateral. The attacker can get more profits by launching PSM-DoS

only if it could get more than 𝑛 + 1 blocks within 𝑇𝐶 .
According to [12], the possibility of finding a new block within

duration 𝑇 can be expressed as:

𝑅 (𝑇 ) = 𝛼𝑒 × (1 − (1 − 𝑝𝑒 )
𝑇

𝑇𝑎𝑣𝑔 ), (13)

where the𝑇𝑎𝑣𝑔 is the average block generation time in the blockchain.

In bitcoin 𝑇𝑎𝑣𝑔 = 10 minutes. 𝑝𝑒 = 64%, which means all miners

in the network have a possibility of 64% generating a new block

within 10 minutes.

If the attacker can provide large enough collateral with a low

enough 𝑇𝐶 , then launching a PSM-DoS attack is economically not

worthwhile.

The attacker has the option to employ either both methods or

one of these approaches to address the concerns raised by the

attracted miners. Though our proposed method could address most

of the concerns of rational miners, we agree that it is not realistic

to assume all the miners are rational in practice. In the following,

we discuss the attacker’s gain with different ratios of the rational

miners.

6 PSM Analysis and Comparisons
When calculating the revenue, an attacker can estimate 𝛼𝐴 , 𝛾 , and

mining power distribution in a blockchain. It can also roughly esti-

mate the number of rational miners by the number of applications

(e.g., via smart contract) for partial block data. However, it cannot

know the fraction of rational miners in the entire network. Thus,

Table 2: Monte Carlo simulation results of attacker’s RER
when choosing PSM instead of honest mining.

𝛾
𝛼𝑖

0.1 0.2 0.3 0.4

0 −29.167 (−29.17) −20.0 (−20.0) −12.5 (−12.5) −6.67 (−6.67)
0.5 −8.75 (−8.75) −5.0 (−5.0) −2.08 (−2.08) 0.0 (0.0)
1 11.67 (11.67) 10.0 (10.0) 8.33 (8.33) 6.67 (6.67)

the attacker needs to estimate its reward with a different fraction

of rational miners. Our assumptions here are consistent with those

in recent studies [25, 27].

In this section, we use numeric analysis to evaluate the reward

of the PSM strategy.

6.1 Comparison with Honest Mining
6.1.1 Quantitative Analysis. We mathematically analyze the rev-

enue of PSM against honest mining. As stated before, the attacker’s

computational power is 𝛼𝐴 . If the attacker chooses to follow the

honest mining strategy, the possibility of getting the second block

revenue is 𝛼𝐴 . Overall, the attacker’s expected profit when follow-

ing honest mining is:

𝑅𝐴
𝐻 = 𝛼𝐴 . (14)

If the attacker chooses the PSM attack, it could attract rational

miners with 𝛼𝑖 mining power, and the total mining power of public

miners is 𝛼ℎ = 1 − 𝛼𝐴 − 𝛼𝑖 . For the attacker, the expected RER

of following PSM instead of honest mining can be expressed as

follows:

𝑅𝐸𝑅
𝑃,𝐻
𝐴

=
𝑅𝐴
𝑃
− 𝑅𝐴

𝐻

𝑅𝐴
𝐻

=
(𝛼𝐴𝛼ℎ + 𝛼𝐴 + 1)𝛼𝑖

(2𝛼2

𝐴
𝛼ℎ + 2𝛼2

𝐴
+ 𝛼𝐴 )𝛼𝑖 + 2𝛼2

𝐴
𝛼2

ℎ
+ (2𝛼3

𝐴
+ 𝛼𝐴 )𝛼ℎ + 2𝛼3

𝐴

− 1.

(15)

In Figure 9, we show the numerous simulation results of RER of

the PSM strategy over the honest mining strategy. The higher the 𝛾

is, the more likely the attackers can get more rewards than honest

mining. When 𝛾 = 1, PSM can surely get more rewards than honest

mining. If it can attract enough rational miners, the PSM attacker

with enough mining power can still get more rewards than honest

mining when 𝛾 = 0.

6.1.2 Simulation Results. To further verify the accuracy of our

quantitative results, we implement a Monte Carlo simulator in Java

to verify our theoretical analysis. We simulate an attacker with

𝛼𝐴 = 0.2 and run the simulator over 10
9
rounds. The upper bound

for error is 10
−4
. The results are shown in Table 2. The attacker’s

RER is the same as expected.

6.2 Comparison with Selfish Mining
6.2.1 Quantitative Analysis. According to [8], if choosing selfish
mining, the attacker’s reward is:

𝑅𝐴
𝑆 =

𝛼𝐴 (1 − 𝛼𝐴 )2 (4𝛼𝐴 + 𝛾 (1 − 2𝛼𝐴 ) ) − 𝛼3

𝐴

1 − 𝛼𝐴 (1 + (2 − 𝛼𝐴 )𝛼𝐴 )
, (16)

and the expected RER of PSM over selfish mining is
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(a) Rushing ability 𝛾=0 (b) Rushing ability 𝛾=0.5 (c) Rushing ability 𝛾=1

Figure 9: Attacker’s RER when choosing PSM instead of honest mining (𝑅𝐸𝑅𝑃,𝐻
𝐴

). The solid line represents no extra reward.

Table 3: Monte Carlo simulation results of attacker’s RER
when choosing PSM instead of selfish mining.

𝛾
𝛼𝑖

0.1 0.2 0.3 0.4

0 8.07 (8.05) 22.04 (22.03) 33.51 (33.47) 42.35 (42.37)
0.5 −1.06 (−1.05) 3.01 (3.01) 6.20 (6.17) 8.42 (8.43)
1 −6.08 (−6.07) −7.48 (−7.48) −8.88 (−8.88) −10.29 (−10.28)

𝑅𝐸𝑅
𝑃,𝑆
𝐴

=
𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

𝛼𝐴 + 1
×

(
(𝛾 − 1)𝛼2

𝑖
+ (2(𝛼𝐴 − 1) − (3𝛼𝐴 − 2)𝛾 )𝛼𝑖

(2𝛼3

𝐴
− 5𝛼2

𝐴
+ 4𝛼𝐴 − 1)𝛾 − 4𝛼3

𝐴
+ 9𝛼2

𝐴
− 4𝛼𝐴

+

(𝛼𝐴 − 1)2𝛾 + 4𝛼𝐴 − 2𝛼2

𝐴

(2𝛼3

𝐴
− 5𝛼2

𝐴
+ 4𝛼𝐴 − 1)𝛾 − 4𝛼3

𝐴
+ 9𝛼2

𝐴
− 4𝛼𝐴

) − 1

(17)

In Figure 10, we show the numerous simulation results of the

attacker’s RER following PSM instead of the selfish mining strategy.

The PSM attacker can get a higher reward than the selfish miner

when its mining power is relatively small. When the attacker’s min-

ing power is large enough, the possibility of finding more than one

block on its private branch becomes non-negligible. Thus, the rev-

enue of selfish mining is higher than PSM. We propose an advanced

PSM strategy to address this issue in Section 7.

6.2.2 Simulation Results. To further verify the accuracy of our

quantitative results, assuming the attacker with a computation

power of 0.2, we compare the Monte Carlo simulation results of the

RER of PSM over selfish mining with our evaluation results. We

run the Java-based simulator over 10
9
rounds. The upper bound

for error is 10
−4
. The Monte Carlo simulation results are shown in

Table 3. The attacker’s RER is the same as expected.

7 Advanced PSM Strategy
Under the condition that the attacker can have the up-to-date block

height from the public chain, we propose an optimized PSM strategy

named Advanced PSM (A-PSM), which can further increase the

profits of PSM for the attacker.

7.1 Attack Overview
When miners find new blocks, the A-PSM attacker follows the

selfish-mining-like strategy to publish the partial-released block

instead of simply releasing the partial blocks’ secrets. The attacker

will keep the secret private until the lead of the private branch is

no more than 2 blocks. Attracted miners can immediately release

the block it finds, but it will not be recognized as a valid block until

the secret of the prior partial block is released.

Specifically, if a public miner finds a new block, two possible

cases may happen: if the lead of the private branch is 2, the attacker

will release all the partial blocks, and the system goes back to the

single branch state. If the private branch’s lead is more than 2,

then the attacker and rational miners will continue working on its

private branch until the lead is 2.

To avoid cases where the private branch’s length grows faster

than the public branch, we extend our assumption that in the A-PSM

scenario, the mining power of the attacker, together with rational

miners, is no more than 50%.

We also extend the assumption that the attacker can promise that

it will release the secret based on the length of both the private and

the public branches. This assumption is reasonable because when

launchingmining attacks, attackers are motivated to maximize their

revenue, and the secret computationmechanism in Section 5 further

assures the malicious behavior is economically not worthwhile for

the attacker. To further address the rational miner’s concern, the

attacker can also have the latest block height of the public branch

via decentralized oracle [37] or reported by an attracted miner.

7.2 A-PSM Reward
Overall, if choosing the A-PSM strategy, the attacker and attracted

miners’ expected profits can be derived as follows:

Theorem 7.1. The profit of an A-PSM attacker is:

𝑅𝐴
𝐴𝑃 =

2𝛼𝐴𝛼
3

𝑖
+ (8𝛼2

𝐴
− 5𝛼𝐴 )𝛼2

𝑖
+ (10𝛼3

𝐴
− 14𝛼2

𝐴
+ 2𝛼𝐴 )𝛼𝑖

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

+

(−𝛼𝐴 (𝛼𝑖 + 𝛼𝐴 − 1)2 (2𝛼𝑖 + 2𝛼𝐴 − 1) )𝛾 + 4𝛼4

𝐴
− 9𝛼3

𝐴
+ 4𝛼2

𝐴

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

.

(18)

Theorem 7.2. The attracted miner’s expected profit is

𝑅𝑖
𝐴𝑃 =

2𝛼𝐴𝛼
3

𝑖
+ (4𝛼2

𝐴
− 4𝛼𝐴 − 2)𝛼2

𝑖
+ (2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1)𝛼𝑖

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

. (19)
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(a) Rushing ability 𝛾=0 (b) Rushing ability 𝛾=0.5 (c) Rushing ability 𝛾=1

Figure 10: Attacker’s RER when choosing PSM instead of selfish mining. The solid line represents no extra reward.

Figure 11: Partial block sharing with A-PSM strategy.

The proof of Theorem 7.1 and Theorem 7.2 is in Appendix C.

7.3 Profit Analysis
Rational Miners’ profits Analysis: For rational miner 𝑘 , when

following the public mining strategy, we can derive the following

theorems:

Theorem 7.3. When following the public mining strategy, the
rational miner 𝑘’s expected profit’ is:

𝑅
𝑘,𝐴𝑃𝑆𝑀
𝑃

=
(𝛼𝐴 (1 − 2𝛼𝐴 )𝛼𝑘 (𝛼𝑘 + 𝛼𝐴 − 1) )𝛾

𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

+
(4𝛼3

𝐴
− 6𝛼2

𝐴
+ 1)𝛼𝑘

𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

(20)

The RER of following the A-PSM instead of public mining is:

𝑅𝐸𝑅
𝐴𝑃,𝐻

𝑘
=
( (−𝛼𝐴𝛼𝑖 ) − 𝛼2

𝐴
+ 𝛼𝐴 )𝛾 − 𝛼𝐴𝛼𝑖 + 𝛼2

𝐴

(𝛼𝐴𝛼𝑖 + 𝛼2

𝐴
− 𝛼𝐴 )𝛾 − 2𝛼2

𝐴
+ 2𝛼𝐴 + 1

. (21)

The proof of Theorem 7.3 is in Appendix D.

In Figure 12, we show numerous simulation results of miners’

RER when following the greedy mining strategy instead of the

public mining strategy with an A-PSM attacker.

Attacker’s Profit Analysis:When following the honest mining

strategy, the attacker’s revenue is shown in Equation (14). The RER

of the attacker following A-PSM rather than an honest mining

strategy is:

𝑅𝐸𝑅
𝐴𝑃,𝐻
𝐴

=

(−𝛼𝐴 (𝛼𝑖 + 𝛼𝐴 − 1)2 (2𝛼𝑖 + 2𝛼𝐴 − 1) )𝛾
𝛼2

𝐴
𝛼2

𝑖
+ (2𝛼3

𝐴
− 2𝛼2

𝐴
− 2𝛼𝐴 )𝛼𝑖 + 𝛼4

𝐴
− 2𝛼3

𝐴
− 𝛼2

𝐴
+ 𝛼𝐴

+

2𝛼𝐴𝛼
3

𝑖
+ (8𝛼2

𝐴
− 5𝛼𝐴 )𝛼2

𝑖
+ (10𝛼3

𝐴
− 14𝛼2

𝐴
+ 2𝛼𝐴 )𝛼𝑖

𝛼2

𝐴
𝛼2

𝑖
+ (2𝛼3

𝐴
− 2𝛼2

𝐴
− 2𝛼𝐴 )𝛼𝑖 + 𝛼4

𝐴
− 2𝛼3

𝐴
− 𝛼2

𝐴
+ 𝛼𝐴

+

4𝛼4

𝐴
− 9𝛼3

𝐴
+ 4𝛼2

𝐴

𝛼2

𝐴
𝛼2

𝑖
+ (2𝛼3

𝐴
− 2𝛼2

𝐴
− 2𝛼𝐴 )𝛼𝑖 + 𝛼4

𝐴
− 2𝛼3

𝐴
− 𝛼2

𝐴
+ 𝛼𝐴

− 1.

(22)

The reward of following the selfish mining strategy is shown in

Equation (16). The RER of A-PSM over selfish mining strategy is:

𝑅𝐸𝑅
𝐴𝑃,𝑆
𝐴

=
1 − 𝛼𝐴 (1 + (2 − 𝛼𝐴 )𝛼𝐴 )

𝛼𝐴 (1 − 𝛼𝐴 )2 (4𝛼𝐴 + 𝛾 (1 − 2𝛼𝐴 ) ) − 𝛼3

𝐴

×

(
(−𝛼𝐴 (𝛼𝑖 + 𝛼𝐴 − 1)2 (2𝛼𝑖 + 2𝛼𝐴 − 1) )𝛾 + 4𝛼4

𝐴
− 9𝛼3

𝐴
+ 4𝛼2

𝐴

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

+

2𝛼𝐴𝛼
3

𝑖
+ (8𝛼2

𝐴
− 5𝛼𝐴 )𝛼2

𝑖
+ (10𝛼3

𝐴
− 14𝛼2

𝐴
+ 2𝛼𝐴 )𝛼𝑖

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3

𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

)

(23)

(a) Rushing ability 𝛾=0 (b) Rushing ability 𝛾=1

Figure 12: The relative extra rewards of the rational miner
when choosing the greedy mining strategy instead of public
mining strategy with an A-PSM attacker (𝑅𝐸𝑅𝐴𝑃,𝐻

𝑖
).

In Figure 13(a) and 13(b), we show the simulation results of

the attacker’s RER when following A-PSM instead of the honest

mining strategy with 𝛾 = 0 and 1, respectively. The results of

the attacker’s RER of A-PSM over selfish mining are shown in

Figure 13(c) and 13(d) with 𝛾 = 0 and 1, respectively.

We compare the Monte Carlo simulation results of the A-PSM

attack with honest mining and selfish mining simultaneously. In the

simulation, we show the profits for the attacker with a computation
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(a) 𝑅𝐸𝑅
𝐴𝑃,𝐻

𝐴
, 𝛾 = 0 (b) 𝑅𝐸𝑅

𝐴𝑃,𝐻

𝐴
, 𝛾 = 1

(c) 𝑅𝐸𝑅
𝐴𝑃,𝑆

𝐴
, 𝛾 = 0 (d) 𝑅𝐸𝑅

𝐴𝑃,𝑆

𝐴
, 𝛾 = 1

Figure 13: Attacker’s RER of A-PSM over honest mining and
selfish mining. The solid line represents no extra reward.

Table 4: Attacker’s RER when choosing A-PSM instead of
honest mining. Attacker’s mining power 𝛼𝐴 = 0.1.

𝛾
𝛼𝑖

0 0.1 0.2 0.3

0 −64.31 (−64.32) −47.88 (−47.88) −31.37 (−31.36) −9.09 (−9.09)
0.5 −27.50 (−27.50) −18.78 (−18.79) −9.09 (−9.09) 7.28 (7.27)
1 9.32 (9.32) 10.30 (10.30) 13.18 (13.18) 23.64 (23.64)

Table 5: Attacker’s relative extra reward ofA-PSM over selfish
mining. Attacker’s mining power 𝛼𝐴 = 0.1.

𝛾
𝛼𝑖

0 0.1 0.2 0.3

0 −0.01 (0.00) 46.04 (46.07) 92.39 (92.36) 154.80 (154.78)
0.5 −0.04 (0.00) 12.01 (12.02) 25.39 (25.39) 48.02 (47.96)
1 0.01 (0.00) 0.90 (0.90) 3.54 (3.53) 13.09 (13.10)

power of 0.1 over 10
9
rounds. The upper bound for error is 10

−4
.

The comparison results with honest mining are shown in Table 4,

and the comparison results with selfish mining are shown in Table 5.

8 Optimal Mining Strategy
In an ideal case with known 𝛼𝐴 and 𝛾 , we can get the optimal

mining strategy for participants. In this section, we compare PSM,

A-PSM with selfish mining and honest mining, and analyze the

optimal mining strategy for both rational miners and attackers

respectively.

8.1 Rational Miners
Rational miners are profit-driven. They will receive the shared

partial block information no matter in PSM or A-PSM.

In PSM, rational miner’s optimal strategy can be decided by

Equation (6). When 𝑅𝐸𝑅
𝐺,𝐻

𝑘
value is positive, rational miner should

follow the attacker’s branch. Otherwise, it should follow the public

mining branch. In reality, it is hard to obtain the optimal strategy

for rational miners because Equation (6) contains the parameter𝛾 . 𝛾

is unpredictable that represents the ratio of public miners choosing

attacker’s branch when a race occurs. Thus, we derive the optimal

strategy in Theorem 4.4 for the worst-case scenario when 𝛾 = 0.

Figure 7 illustrates the optimal strategy for rational miners.

In A-PSM, rational miner’s optimal strategy is decided by Equa-

tion (21). Since the formula is always > 0 in Equation (21), it is more

profitable for rational miners to work on the attacker’s branch.

8.2 Attacker
Figure 14 shows the optimal mining strategy simulation results

for attackers under different conditions. Specifically, Figure 14(a)

compares selfish mining to honest mining in different network

settings, revealing that a selfish miner with over 1/3 mining power

consistently achieves higher profits.

In PSM, an attacker can get its optimal strategy from Equations

(15) and (16). When both 𝑅𝐸𝑅𝐴 values are positive, the attacker’s

optimal strategy is to launch PSM attacks. Otherwise, it should take

either honest mining or selfish mining. The parameters 𝛼𝐴 and 𝛼𝑖
define the distributions of rational and honest miners in equations.

In Figure 14(b), we show in what conditions PSM can outperform

both honest and selfish mining. It shows that even if 𝛼𝐴 + 𝛼𝑖 < 0.5,

the attacker can still achieve higher profits than both Selfish and

Honest mining strategies. For example, when the attacker’s mining

power 𝛼𝐴 = 0.09, and 𝛾 = 0.9, the attacker with rational miner

controls only 10% of mining power can be the optimal mining

strategy. When attracted miners control 50% of mining power, an

attacker with 25% of mining power can outperform selfish and

honest mining even if 𝛾 = 0.

In A-PSM, an attacker can get its optimal strategy from Equations

(22) and (23) similarly. In Figure 14(c), we graphically illustrate

the optimal strategy for attackers in A-PSM. As we can see from

Figure 14(c), A-PSM can outperform selfish mining even if the

attracted miners only control less than 1% of mining power. The

fraction of rational miners’ mining power needed increases with

the decrement of the attacker’s mining power. When the attacker’s

mining power is less than 1%, the amount of rational miner’s mining

power needed approaches 49%. But the overall mining power of

attracted miners and the attacker is always no more than 50%.

Whether to take PSM or A-PSM depends on the comparison result

between Equation (1)

In reality, 𝛼𝐴 , 𝛼𝑖 , and 𝛾 could change dynamically. The attacker

can use network measurement [26, 27] or historical information,

e.g., its mining power ratio in the past 1 hour, to infer the current

network status and select the attack strategy.

9 Discussion
Multiple Attackers: Except for honest miners, a miner who finds

a new block can launch PSM or A-PSM attacks simultaneously.

Thus, a PoW-based blockchain system can have multiple attackers.

Here, we consider a model with two attackers. Our two-attacker

analysis results can be easily extended to the multiple-attacker
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(a) Optimal strategy between selfish mining

and honest mining.

(b) Optimal strategy among selfish, honest, and

PSM with different fractions of rational miners.

(c) Attracted mining power needed for A-PSM

attacker to be the optimal strategy.

Figure 14: Optimal strategies for different 𝛼𝐴 and 𝛾 . We redraw the borderline between selfish and honest mining in (b) and (c).

scenario because the given relative extra reward of attackers still

holds. Rational miners can choose to work on one of the attacker’s

private branches or continue working on the public branch.

First, we consider the case that two attackers release the partial

block simultaneously. Assuming there is an attacker 𝐴 with mining

power 𝛼𝐴 , and rushing ability 𝛾𝐴 . Attacker 𝐵 with mining power

𝛼𝐵 and rushing ability 𝛾𝐵 . Rational miner 𝑘 with mining power

𝛼𝑘 considers that the rest of the miners are public miners, which

means 𝛼ℎ = 1 − 𝛼𝐴 − 𝛼𝐵 − 𝛼𝑘 .
For PSM, the relative extra reward of choosing attacker𝐴 instead

of following the public mining strategy is

𝑅𝐸𝑅
𝐴,𝐻

𝑘,𝑃𝑆𝑀
=

1 − 2𝛼𝑘 − (1 − 𝛾 ) (1 − 𝛼𝐴 − 𝛼𝐵 − 𝛼𝑘 )
2𝛼𝑘 + (2 − 𝛾 ) (1 − 𝛼𝐴 − 𝛼𝐵 − 𝛼𝑘 )

(24)

The RER of mining in attacker 𝐴 over 𝐵’s branch is always 0.

That means the variance of mining power among different attackers

has no impact on rational miners. Joining either one of them could

ensure its profits.

For A-PSM, the RER of choosing attacker 𝐴 instead of following

the public mining strategy is

𝑅𝐸𝑅
𝐴,𝐻

𝑘,𝐴−𝑃𝑆𝑀 =
𝛼ℎ + 1

𝛼𝐴+𝛼𝑖 (
(𝛼𝐴+𝛼𝑖 )2

1−2(𝛼𝐴+𝛼𝑖 )
) + 1

2𝛼𝑖 + (2 − 𝛾 )𝛼ℎ
− 1. (25)

The RER of choosing attacker 𝐴 instead of attacker 𝐵 is

𝑅𝐸𝑅
𝐴,𝐵

𝑘,𝐴−𝑃𝑆𝑀 =
𝛼𝐴 − 𝛼𝐵

(2𝛼𝑖 + 2𝛼𝐴 − 1) (2𝛼𝑖 + 2𝛼𝐵 − 1) . (26)

It is always more beneficial for rational miners to work with larger

mining power attackers.

Then we consider one of the attackers to find the new block first.

Assuming attacker 𝐴 finds the new block at time 𝑡𝑎 , the attacker 𝐵

finds the new block at time 𝑡𝑏 , duration 𝑇𝑑 = 𝑡𝑏 − 𝑡𝑎 > 0. Since the

rational miner trusts both attackers equally, joining the attacker

𝐴’s private branch means the rational miner can have 𝛼ℎ𝑅(𝑇𝑑 )𝛼𝑖 +
𝛼𝑖𝑅(𝑇𝑑 ) more expected revenue during the period 𝑇𝑑 . Note that

the definition of 𝑅(𝑇 ) is given in Equation (13). Thus, attracted

miners will tend to join the attacker 𝐴’s private branch first to

assure higher profits for both PSM and A-PSM strategies. If the

rational miners do not find the new block during the period 𝑇𝑑 ,

with the PSM strategy, the attracted miners have no motivation to

switch the working branch. For the A-PSM strategy, the attracted

miners need to re-evaluate their profits and work with the attacker

with higher mining power.

Rationality of Miners: In this paper, we assume that no more

than 50% of miners are rational, a strict yet valid assumption.

First, although Nakamoto claimed that block rewards incentivize

miners to behave honestly, miners’ altruism is not guaranteed [29].

Empirical evidence indicates that miners are profit-driven rather

than honest [6]. Indeed, attackers can exploit such profit-driven

behavior to undermine blockchains [20]. Hence, altruism alone

cannot ensure blockchain security.

Second, security analyses must consider worst-case scenarios

rather than optimistic ones. The larger the fraction of rational

miners, the higher the potential profit for attackers. Therefore,

limiting rational miners to no more than 50% is a reasonable strict

assumption.

Finally, as shown in Figure 14(b), Partial Selfish Mining (PSM)

attackers can still gain higher rewards than both selfish and honest

mining, even when only a small fraction of miners is rational.

Mitigation: A simple way to prevent PSM attacks is to disallow

the broadcast of partial block data within the target blockchain

network. Since partial blocks can be obtained from public websites,

they do not need to be distributed through the network—though

blocking all access to them remains challenging.

Public miners can also counter PSM by refusing to mine on

the attacker’s branch during a race or by carefully analyzing the

relevant smart contract. Both strategies reduce the attacker’s odds of

success, as they cannot distinguish which miners are rational. Some

public miners may still retrieve partial block data but choose not to

mine on the attacker’s branch, lowering 𝛾 . As noted in Section 5,

the hidden data is termed secret. In principle, any miner—especially

one with substantial computational power—could compute and

publicize the secret once they have a partial block. If the attacker

publishes a partial block at time 𝑡0, and a public miner computes

the secret at𝑡1, let 𝑇 = 𝑡1 − 𝑡0. The expected profit for attracted

miners is 𝛼ℎ𝑅(𝑇 )𝛼𝑖 +𝛼𝑖𝑅(𝑇 ). As𝑇 approaches 0, their extra revenue

becomes negligible. Once a public miner discloses the secret, no

miners will risk pursuing trivial profits. If 𝛼𝑖 = 0 in the attacker’s

A-PSM strategy, the attacker’s revenue reverts to selfish mining

levels—which are actually higher than PSM profits (see Section 6.2).

Another defense is to hamper partial block dissemination. Public

miners can drop any partial block they receive and mark senders

as untrusted, discouraging further spread of partial block data.

901



Mining Attack with Zero Knowledge in the Blockchain ASIA CCS ’25, August 25–29, 2025, Hanoi, Vietnam

10 Conclusions
Selfish mining remains a persistent threat to blockchain systems,

particularly smaller public chains. While previous attacks typically

combine selfish mining with techniques like bribery, BWH, and

FAW, they do not fundamentally enhance selfish mining itself. In

contrast, this work introduces a new attack paradigm by leverag-

ing partial information sharing, allowing an attacker to collude

with rational miners. We first propose Partial Selfish Mining (PSM),

which uses partial block sharing to increase rewards for both the

attacker and recruited miners. PSM remains practical by offering

two mechanisms that guarantee these miners’ profits, ensuring

they stick to the attacker’s private branch. Building on this, Ad-

vanced PSM (A-PSM) ensures the attacker’s profit is at least on

par with selfish mining, making it a lucrative alternative. Although

we discuss potential countermeasures to partial selfish mining, an

effective real-world solution remains elusive.
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A Proof of Attacker and Greedy Miners’ Profits
in PSM

(a) State machine of PSM when

miners with overall 𝛼𝑖 mining

power working as attracted miner.

(b) State machine of PSM when the

only rational miner k with mining

power 𝛼𝑘 choose to follow public min-

ing strategy.

Figure 15: State machine of PSM in different conditions.

From the state machine of PSM in Figure 15(a), we can get the

following Equations:

𝛼𝐴𝑃0 = 𝑃1, (27a)

𝑃 ′
0
= 𝛼ℎ𝑃1, (27b)

𝛼𝐴𝑃0 = 𝑃 ′
0
+ (1 − 𝛼ℎ )𝑃1, (27c)

𝑃0 + 𝑃 ′0 + 𝑃1 = 1 (27d)

From Equation (27a) we can get:

𝑃0 =
1

𝛼𝐴
𝑃1 (28)

Plugging the Equation (28) and (27b) into (27d), then we get

𝑃1 +
1

𝛼𝐴
𝑃1 + 𝛼ℎ𝑃1 = 1

𝑃1 =
𝛼𝐴

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
.

(29)

With Equation (29), we can get other probabilities:

𝑃0 =
1

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
, (30a)

𝑃 ′
0
=

𝛼𝐴𝛼ℎ

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
, (30b)

Then we can calculate the revenue of the attacker as:

𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑘

= 2𝛼𝐴𝑃1 + (2𝛼𝐴 + 𝛼𝑖 + 𝛾𝛼ℎ )𝑃 ′0 + 𝛼𝑖𝑃1

𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑘

= (2𝛼𝐴 + 𝛼𝑖 ) (
𝛼𝐴𝛼ℎ + 𝛼𝐴

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
) + 𝛾𝛼ℎ (

𝛼𝐴𝛼ℎ

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
)

𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑘

=
(2𝛼𝐴 + 𝛼𝑖 ) (𝛼𝐴𝛼ℎ + 𝛼𝐴 ) + 𝛾𝛼𝐴𝛼2

ℎ

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
.

(31)

The overall revenue of all the attracted miners is:

𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

= 𝛼𝑖 . (32)

And the overall revenue of all the honest miners are:

𝑅𝑒𝑣𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

= (𝛾𝛼ℎ + 2(1 − 𝛾)𝛼ℎ)𝑃 ′0 + 𝛼ℎ𝑃0

𝑅𝑒𝑣𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

=
2𝛼𝐴𝛼

2

ℎ
+ 𝛼ℎ − 𝛼𝐴𝛼2ℎ𝛾

1 + 𝛼𝐴 + 𝛼𝐴𝛼ℎ
.

(33)

Since honest miners or the attacker may work on the blocks

that eventually end up outside the blockchain, the overall block

generation rate 𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑘

+ 𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

+ 𝑅𝑒𝑣𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

< 1. Thus, we

can calculate the attacker’s expected profit as:

𝑅𝐴𝑃 =
𝑅𝑒𝑣𝑃𝑆𝑀

𝑎𝑡𝑘

𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑘
+ 𝑅𝑒𝑣𝑃𝑆𝑀

𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑
+ 𝑅𝑒𝑣𝑃𝑆𝑀

ℎ𝑜𝑛𝑒𝑠𝑡

=
𝛼𝐴𝛼

2

ℎ
𝛾 + (𝛼𝐴𝛼ℎ + 𝛼𝐴)𝛼𝑖 + 2𝛼2𝐴𝛼ℎ + 2𝛼

2

𝐴

(2𝛼𝐴𝛼ℎ + 2𝛼𝐴 + 1)𝛼𝑖 + 2𝛼𝐴𝛼2ℎ + (2𝛼
2

𝐴
+ 1)𝛼ℎ + 2𝛼2𝐴

(34)

And the attracted miners’ overall expected profit is:

𝑅𝐺𝑃 =
𝑅𝑒𝑣𝑃𝑆𝑀

𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

𝑅𝑒𝑣𝑃𝑆𝑀
𝑎𝑡𝑘
+ 𝑅𝑒𝑣𝑃𝑆𝑀

𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑
+ 𝑅𝑒𝑣𝑃𝑆𝑀

ℎ𝑜𝑛𝑒𝑠𝑡

=
(𝛼𝐴𝛼ℎ + 𝛼𝐴 + 1)𝛼𝑖

(2𝛼𝐴𝛼ℎ + 2𝛼𝐴 + 1)𝛼𝑖 + 2𝛼𝐴𝛼2ℎ + (2𝛼
2

𝐴
+ 1)𝛼ℎ + 2𝛼2𝐴

(35)

B Proof of Rational Miner’s Profits in PSM
From the state machine in Figure 15(b), we can get the following

Equations:

𝛼𝐴𝑃0 = 𝑃1, (36a)

𝑃 ′
0𝑜 = 𝛼ℎ𝑃1, (36b)

𝑃 ′
0𝑘

= 𝛼𝑘𝑃1, (36c)

𝑃0+𝑃 ′0𝑜 + 𝑃
′
0𝑘
+ 𝑃1 = 1 (36d)

From Equation (36a) we can get:

𝑃0 =
1

𝛼𝐴
𝑃1 (37)

Plugging the Equation (37) (36b) and (36c) into (36d), then we get

𝑃1 +
1

𝛼𝐴
𝑃1 + 𝛼ℎ𝑃1 + 𝛼𝑘𝑃1 = 1

𝑃1 =
𝛼𝐴

1 + 𝛼𝐴 (1 + 𝛼𝑘 + 𝛼ℎ)
.

(38)

With Equation 38, we can get other probabilities:

𝑃0 =
1

1 + 𝛼𝐴 (1 + 𝛼𝑘 + 𝛼ℎ)
, (39a)

𝑃 ′
0𝑜 =

𝛼𝐴𝛼ℎ

1 + 𝛼𝐴 (1 + 𝛼𝑘 + 𝛼ℎ)
, (39b)

𝑃 ′
0𝑘

=
𝛼𝐴𝛼𝑘

1 + 𝛼𝐴 (1 + 𝛼𝑘 + 𝛼ℎ)
, . (39c)

With 𝛼ℎ = 1−𝛼𝐴−𝛼𝑘 , we can calculate the revenue of the miner

k as:

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘

𝑘
= (2𝛼𝑘 + (1 − 𝛾)𝛼ℎ)𝑃 ′0𝑘 + 𝛼𝑘 (𝑃0 + 𝑃

′
0𝑜 )

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘

𝑘
=

2𝛼𝐴𝛼
2

𝑘
+ (1 − 𝛾)𝛼ℎ𝛼𝐴𝛼𝑘

1 + 𝛼𝐴 (1 + 𝛼𝑘 + 𝛼ℎ)
+ 𝛼𝐴𝛼𝑘 (𝛼𝑘 + 𝛼ℎ)
1 + 𝛼𝐴 (1 + 𝛼𝑘 + 𝛼ℎ)

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘

𝑘
=
((𝛼𝐴 − 𝛼2𝐴)𝛼𝑘 − 𝛼𝐴𝛼

2

𝑘
)𝑟 + (2𝛼2

𝐴
− 2𝛼𝐴 − 1)𝛼𝑘

𝛼2
𝐴
− 2𝛼𝐴 − 1

.

(40)
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The overall revenue of all other honest miners is:

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘
𝑜 =𝛼ℎ (𝑃0 + 𝑃 ′0𝑘 ) + (𝛼ℎ𝛾 + 2𝛼ℎ (1 − 𝛾))𝑃

′
0𝑜+

(1 − 𝛾)𝛼𝑘𝑃 ′0𝑜

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘
𝑜 =

((𝛼2
𝐴
− 𝛼𝐴)𝛼𝑘 + 𝛼3𝐴 − 2𝛼

2

𝐴
+ 𝛼𝐴)𝛾

𝛼2
𝐴
− 2𝛼𝐴 − 1

+

((−2𝛼2
𝐴
) + 2𝛼𝐴 + 1)𝛼𝑘

𝛼2
𝐴
− 2𝛼𝐴 − 1

−
2𝛼3

𝐴
− 4𝛼2

𝐴
+ 𝛼𝐴 + 1

𝛼2
𝐴
− 2𝛼𝐴 − 1

.

(41)

And the revenue of the attacker is:

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘

𝑎𝑡𝑘
= 2𝛼𝐴 (𝑃 ′0𝑜 + 𝑃

′
0𝑘
+ 𝑃1) + 𝛾𝛼ℎ𝑃 ′0𝑘 + 𝛾 (𝛼ℎ + 𝛼𝑘 )𝑃

′
0𝑜

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘

𝑎𝑡𝑘
=
(𝛼𝐴𝛼2𝑘 − 𝛼

3

𝐴
+ 2𝛼2

𝐴
− 𝛼𝐴)𝛾 + 2𝛼3𝐴 − 4𝛼

2

𝐴

𝛼2
𝐴
− 2𝛼𝐴 − 1

.
(42)

And the miner k’s overall expected profit is:

𝑅𝑘𝑃 =
𝑅𝑒𝑣

𝑃𝑆𝑀,𝑘

𝑘

𝑅𝑒𝑣
𝑃𝑆𝑀,𝑘

𝑎𝑡𝑘
+ 𝑅𝑒𝑣𝑘 + 𝑅𝑒𝑣𝑜

=
𝛼𝐴𝛼

2

ℎ
𝛾 + (𝛼𝐴𝛼ℎ + 𝛼𝐴)𝛼𝑘 + 2𝛼2𝐴𝛼ℎ + 2𝛼

2

𝐴

2𝛼2
ℎ
𝛾 + (2𝛼𝐴𝛼ℎ + 2𝛼𝐴 + 1)𝛼𝑘 + 𝛼𝐴𝛼2ℎ + 2𝛼

2

𝐴
𝛼ℎ + 2𝛼2𝐴

=
(𝛼𝐴𝛼2𝑘 + (𝛼

2

𝐴
− 𝛼𝐴)𝛼𝑘 )𝛾 + ((−2𝛼2𝐴) + 2𝛼𝐴 + 1)𝛼𝑘

𝛼𝐴 + 1

(43)

The relative extra reward of miner k when following attracted

mining instead of public mining strategy is:

𝑅𝐸𝑅
𝐺,𝐻

𝑘
=
𝑅𝐺
𝑘
− 𝑅𝐻

𝑘

𝑅𝐻
𝑘

=
((−𝛼𝐴𝛼𝑖 ) − 𝛼2𝐴 + 𝛼𝐴)𝛾 − 𝛼𝐴𝛼𝑖 + 𝛼

2

𝐴

(𝛼𝐴𝛼𝑖 + 𝛼2𝐴 − 𝛼𝐴)𝛾 − 2𝛼
2

𝐴
+ 2𝛼𝐴 + 1

(44)

C Proof of Attacker and attracted miners’
Profits in A-PSM

From the state machine in Figure 16(a), we can get the following

equations:

𝛼𝐴𝑃0 = 𝑃1, (45a)

𝑃 ′
0
= 𝛼ℎ𝑃1, (45b)

(1 − 𝛼ℎ)𝑃𝑛 − 1 = 𝛼ℎ𝑃𝑛,∀𝑛 ≥ 2 (45c)

𝑃 ′
0
+
∞∑︁
𝑘=0

𝑃𝑘 = 1 (45d)

From equation (45b) we can get:

𝑃 ′
0
= 𝛼𝐴𝛼ℎ𝑃0 (46)

Then, equation (45c) and (45a) give us:

𝑃𝑛 = 𝛼𝐴 (
1 − 𝛼ℎ
𝛼ℎ
)𝑛−1𝑃0,∀𝑛 ≥ 2 (47)

Then we can express equation (45d) as

𝑃0 + 𝛼𝐴 (1 + 𝛼ℎ)𝑃0 +
𝛼𝐴 (1 − 𝛼ℎ)
2𝛼ℎ − 1

𝑃0 = 1 (48a)

(a) State machine of A-PSM when miners with overall 𝛼𝑘 mining power working as

attracted miner.

(b) State machine of A-PSM when miner k choose to follow public mining strategy.

Figure 16: State machine of PSM in different conditions.

From equation (48a) we can obtain 𝑃0 and other probabilities:

𝑃0 =
2𝛼ℎ − 1

2𝛼𝐴𝛼
2

ℎ
+ 2𝛼ℎ − 1

(49a)

𝑃 ′
0
=

𝛼𝐴𝛼ℎ (2𝛼ℎ − 1)
2𝛼𝐴𝛼

2

ℎ
+ 2𝛼ℎ − 1

(49b)

𝑃1 =
𝛼𝐴 (2𝛼ℎ − 1)

2𝛼𝐴𝛼
2

ℎ
+ 2𝛼ℎ − 1

(49c)

𝑃𝑛 = ( 1 − 𝛼ℎ
𝛼ℎ
)𝑛−1 𝛼𝐴 (2𝛼ℎ − 1)

2𝛼𝐴𝛼
2

ℎ
+ 2𝛼ℎ − 1

,∀𝑛 ≥ 2. (49d)

Then we can calculate the revenue of the attacker as:

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑘

= 2𝛼𝐴𝑃
′
0
+ 𝛼𝑖𝑃 ′0 + 𝑟𝛼ℎ𝑃 ′0 + (1 +

𝛼𝐴

𝛼𝐴 + 𝛼𝑖
)𝛼ℎ𝑃2

+ ( 𝛼𝐴

𝛼𝐴 + 𝛼𝑖
)𝛼ℎ

∞∑︁
𝑞=3

𝑃𝑞

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑘

=
(−𝛼𝐴 (𝛼𝑖 + 𝛼𝐴 − 1)2 (2𝛼𝑖 + 2𝛼𝐴 − 1) )𝛾

2𝛼𝐴𝛼
2

𝑖
+ (4𝛼2

𝐴
− 4𝛼𝐴 − 2)𝛼𝑖 + 2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1
+

2𝛼𝐴𝛼
3

𝑖
+ (8𝛼2

𝐴
− 5𝛼𝐴 )𝛼2

𝑖
+ (10𝛼3

𝐴
− 14𝛼2

𝐴
+ 2𝛼𝐴 )𝛼𝑖

2𝛼𝐴𝛼
2

𝑖
+ (4𝛼2

𝐴
− 4𝛼𝐴 − 2)𝛼𝑖 + 2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1

+

4𝛼4

𝐴
− 9𝛼3

𝐴
+ 4𝛼2

𝐴

2𝛼𝐴𝛼
2

𝑖
+ (4𝛼2

𝐴
− 4𝛼𝐴 − 2)𝛼𝑖 + 2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1

.

(50)

The overall revenue of all the attracted miners is:

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

= 𝛼𝑖 . (51)
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And the overall revenue of all the honest miners are:

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

= 𝛼ℎ𝑃0 + 2𝛼ℎ (1 − 𝛾)𝑃 ′0 + 𝛾𝛼ℎ𝑃
′
0

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

=
𝛼𝐴 (𝛼𝑖 + 𝛼𝐴 − 1)2 (2𝛼𝑖 + 2𝛼𝐴 − 1) (𝛾 − 3)

2𝛼𝐴𝛼
2

𝑖
+ (4𝛼2

𝐴
− 4𝛼𝐴 − 2)𝛼𝑖 + 2𝛼3𝐴 − 4𝛼

2

𝐴
+ 1

.
(52)

Since honest miners or the attacker may work on the blocks

that eventually end up outside the blockchain, the overall block

generation rate 𝑅𝑒𝑣𝑎𝑡𝑘 + 𝑅𝑒𝑣𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑 + 𝑅𝑒𝑣ℎ𝑜𝑛𝑒𝑠𝑡 < 1. Thus, we

can calculate the attacker’s expected profit as:

𝑅𝐴𝑃 =
𝑅𝑒𝑣𝐴𝑃𝑆𝑀

𝑎𝑡𝑘

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑘

+ 𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

+ 𝑅𝑒𝑣𝐴𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

=
(−𝛼𝐴 (𝛼𝑖 + 𝛼𝐴 − 1)2 (2𝛼𝑖 + 2𝛼𝐴 − 1))𝛾

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3𝐴 − 2𝛼

2

𝐴
− 𝛼𝐴 + 1

+

2𝛼𝐴𝛼
3

𝑖
+ (8𝛼2

𝐴
− 5𝛼𝐴)𝛼2𝑖 + (10𝛼

3

𝐴
− 14𝛼2

𝐴
+ 2𝛼𝐴)𝛼𝑖

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3𝐴 − 2𝛼

2

𝐴
− 𝛼𝐴 + 1

+

4𝛼4
𝐴
− 9𝛼3

𝐴
+ 4𝛼2

𝐴

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3𝐴 − 2𝛼

2

𝐴
− 𝛼𝐴 + 1

(53)

And the rational miners’ overall expected profit is:

𝑅𝐺𝑃 =
𝑅𝑒𝑣𝐴𝑃𝑆𝑀

𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑘

+ 𝑅𝑒𝑣𝐴𝑃𝑆𝑀
𝑎𝑡𝑡𝑟𝑎𝑐𝑡𝑒𝑑

+ 𝑅𝑒𝑣𝐴𝑃𝑆𝑀
ℎ𝑜𝑛𝑒𝑠𝑡

=
2𝛼𝐴𝛼

3

𝑖
+ (4𝛼2

𝐴
− 4𝛼𝐴 − 2)𝛼2𝑖 + (2𝛼

3

𝐴
− 4𝛼2

𝐴
+ 1)𝛼𝑖

𝛼𝐴𝛼
2

𝑖
+ (2𝛼2

𝐴
− 2𝛼𝐴 − 2)𝛼𝑖 + 𝛼3𝐴 − 2𝛼

2

𝐴
− 𝛼𝐴 + 1

(54)

D Proof of One Rational Miner’s Profits in
APSM

From the state machine in Figure 16(b), we can get the following

equations:

𝑃1 = 𝛼𝐴𝑃0, (55a)

𝑃 ′
0𝑜 = 𝛼ℎ𝑃1, (55b)

𝑃 ′
0𝑘

= 𝛼𝑘𝑃1, (55c)

𝑃𝑞 =
𝛼𝐴

1 − 𝛼𝐴
𝑃𝑞−1,∀𝑞 ≥ 2 (55d)

𝑃0 + 𝑃 ′0𝑜 + 𝑃
′
0𝑘
+
∞∑︁
𝑞=1

= 1 (55e)

Combining the equation (55a) with (55b) and (55c), then we get

𝑃 ′
0𝑘

= 𝛼𝐴𝛼𝑘𝑃0

𝑃 ′
0𝑜 = 𝛼𝐴𝛼ℎ𝑃0 .

(56)

With equation (55d), we can get:

𝑃𝑛 = ( 𝛼𝐴

1 − 𝛼𝐴
)𝑛−1𝛼𝐴𝑃0 (57)

With equation 55e, we can get all states probabilities:

𝑃0 =
1 − 2𝛼𝐴

2𝛼3
𝐴
− 4𝛼2

𝐴
+ 1

, (58a)

𝑃 ′
0𝑜 =

𝛼𝐴𝛼ℎ (1 − 2𝛼𝐴)
2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1

, (58b)

𝑃 ′
0𝑘

=
𝛼𝐴𝛼𝑘 (1 − 2𝛼𝐴)
2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1

, (58c)

𝑃𝑛 = ( 𝛼𝐴

1 − 𝛼𝐴
)𝑛−1𝛼𝐴

1 − 2𝛼𝐴
2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1

(58d)

Then we can calculate the revenue of the miner k as:

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘

𝑘
= 𝛼𝑘𝑃0 + 2𝛼𝑘𝑃 ′0𝑘 + 𝛼𝑘𝑃

′
0𝑜 + (1 − 𝛾)𝛼ℎ𝑃

′
0𝑘

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘

𝑘
=
((𝛼𝐴 − 2𝛼2𝐴)𝛼

2

𝑘
+ ((−2𝛼3

𝐴
) + 3𝛼2

𝐴
− 𝛼𝐴)𝛼𝑘 )𝛾

2𝛼3
𝐴
− 4𝛼2

𝐴
+ 1

+

(4𝛼3
𝐴
− 6𝛼2

𝐴
+ 1)𝛼𝑘

2𝛼3
𝐴
− 4𝛼2

𝐴
+ 1

.

(59)

The revenue of other honest miners are:

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘
𝑜 = 𝛼ℎ (𝑃0 + 𝑃 ′0𝑘 ) + (𝛼ℎ𝛾 + 2𝛼ℎ (1 − 𝛾 ) )𝑃

′
0𝑜 + (1 − 𝛾 )𝛼𝑘𝑃 ′0𝑜

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘
𝑜 =

(2𝛼𝐴 − 1) (𝛼𝑖 + 𝛼𝐴 − 1) (𝛼2

𝐴
𝛾 − 𝛼𝐴𝛾 − 2𝛼2

𝐴
+ 2𝛼𝐴 + 1)

2𝛼3

𝐴
− 4𝛼2

𝐴
+ 1

.

(60)

And the revenue of the attacker is:

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘

𝑎𝑡𝑘
=2𝛼𝐴 (𝑃 ′

0𝑘
+ 𝑃 ′

0𝑜 ) + 𝛾 (1 − 𝛼𝐴)𝑃
′
0𝑜 + 𝛾𝛼ℎ𝑃

′
0𝑘
+

2(1 − 𝛼𝐴)𝑃2 + (1 − 𝛼𝐴)
∞∑︁
𝑞=3

𝑃𝑞

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘

𝑎𝑡𝑘
=
(𝛼𝐴 (2𝛼𝐴 − 1) (𝛼𝑘 − 𝛼𝐴 + 1) (𝛼𝑘 + 𝛼𝐴 − 1))𝛾

2𝛼3
𝐴
− 4𝛼2

𝐴
+ 1

+

4𝛼4
𝐴
− 9𝛼3

𝐴
+ 4𝛼2

𝐴

2𝛼3
𝐴
− 4𝛼2

𝐴
+ 1

.

(61)

And the miner k’s overall expected profit is:

𝑅𝑘𝑃 =
𝑅𝑒𝑣

𝐴𝑃𝑆𝑀,𝑘

𝑘

𝑅𝑒𝑣
𝐴𝑃𝑆𝑀,𝑘

𝑎𝑡𝑘
+ 𝑅𝑒𝑣𝐴𝑃𝑆𝑀,𝑘

𝑘
+ 𝑅𝑒𝑣𝐴𝑃𝑆𝑀,𝑘

𝑜

=
(𝛼𝐴 (1 − 2𝛼𝐴)𝛼𝑘 (𝛼𝑘 + 𝛼𝐴 − 1))𝛾 + (4𝛼3𝐴 − 6𝛼

2

𝐴
+ 1)𝛼𝑘

𝛼3
𝐴
− 2𝛼2

𝐴
− 𝛼𝐴 + 1

(62)

The relative extra reward of miner k when following attracted

mining instead of public mining strategy is:

𝑅𝐸𝑅
𝐺,𝐻

𝑘
=
𝑅𝐺
𝑘
− 𝑅𝐻

𝑘

𝑅𝐻
𝑘

=
((−𝛼𝐴𝛼𝑖 ) − 𝛼2𝐴 + 𝛼𝐴)𝛾 − 𝛼𝐴𝛼𝑖 + 𝛼

2

𝐴

(𝛼𝐴𝛼𝑖 + 𝛼2𝐴 − 𝛼𝐴)𝛾 − 2𝛼
2

𝐴
+ 2𝛼𝐴 + 1

(63)
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